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BeeneHue

MporpammHbIn KOMMNNEKC MepKypum-IHeproyyeT COLEPHKUT cneayioume

OYHKLUMOHANbHbIE MOACUCTEMBI:

s AUUC npumeHaeTca A8 CO3A4aHMA MNPOEKTOB  aBTOMATM3MPOBAHHOMO  yyeTa
sHepropecypcoB. ONTMMM3MPOBAHA A1A MOCTPOEHMA cUCTeM C BOAbLIMM YMCIOM
ToueK yyeTa (aecatku Toicay). CoaepKMT 60blIOE YNCAO CNEeLNANN3UPOBAHHBIX POPM
oTobpaKeHMa M aHanmsa cobpaHHOM MHPOPMaLMM B rpapumyeckom M TabanyHOM
BMAe, WabnoHbl 418 GOpMMPOBAHMA OTYETHOM AOKYMEHTALMN.

s [10 MepKypuii-dHeproy4yeT npuMeHAeTca 414 CO34aHNA NPOEKTOB ANCNeTYepmn3aLmm,
TesiemexaHuKkK, cuctem cbopa n nepegadm nHoopmaummn. Pabotaet Ha nnaTdopmax
Linux ©n Windows. MMeeT BbIpaXKeHHYIO KAMEHT-CEPBEPHYIO  apXUTEKTypY,
BO3MOXHOCTb MPMMEHEHMA B OAHOM MPOEKTE HECKO/IbKMX YHWUBEPCA/IbHbIX WAN
OYHKLMOHaNbHO pasaeneHHblx cepsepos MEPKYPU-IHEPTOYYET v MHOMMX paboymx
MecT.

* KommyHuKaumoHHaa nnatpopma ENLOGIC npumeHAeTca Ana  NOCTPOEHMSA
KOMMYHMKALMOHHbIX peLleHmii no cbopy M KoHconnaaumm umdpoBoin MHGopmaLmm,
npeobpa3oBaHMIO MPOTOKONOB M AaHHbIX. PaboTaeT Ha naatdopmax Linux n Windows.
MoOXeT MCNO/b30BaTbCA KaK B COCTaBE KOMM/IEKCHbIX pelleHnin cosmecTtHo ¢ 10
MepKypun-IHeproyyeT, Tak U OTAENbHO. TWUMOBble MPUMEHEHUA — CTAHLMOHHbIN
KOHTPON/IEp TeNeMexaHMKM Ha YPOBHE 31eKTpUYecKom noAacTaHumMm ana cbopa
AaHHbIX C  Pa3/IMyHbIX WCTOYHWKOB UMbpoBOM UMHPOpmaumm (6aokm  P3A,
M3mepuTeNbHble NPUBOPbLI, CYETYMKKU U MNP.), MMEET BO3MOXKHOCTb MPOMEKYTOYHOM
0b6paboTkn  mMHbopmaumm  (MacwTabupoBaHUM, aHaAM3  anepTyp, KOHTPO/Ib
nocTtoBepHoCTH, anroputmbl PB/1), obecneymBaeT LEHTPANM30BaHHYO Mepeaavy
AAHHbIX Ha BEPXHWMN YPOBEHb MO HECKONbKMM KaHanamM CBA3M W PaA3INYHbBIM
NpoToKoNam obmeHa.

«* DHeprolucnetyep (3[) npeactasnaetr cobo Habop NPOrpammHbIX MOIYNEN,
obecneumBaroLMX MHOOPMALIMOHHOE B3aMMOAENCTBME NONb30BaTENEN MODOUNbHbLIX
ycTpomcTts co M0 MepKypuin-dHeproyyer.

< CRY[ sBnaetca cneumanbHbIM peLlleHMeM ANA KOHTPOAA AO0CTyna u obecneymBaeT
ynpasneHue 3amMkamu n OTO-/BMAEO- PUKCALMIO KOHTPONA MPOHMKHOBEHUA Ha
00bEKT M APYrMMM BO3MOMKHOCTAMMK, CBA3AHHbIMKU C obecnevyeHnem 6e30MacHOCTU
obopyaoBaHmsA.

* TUC  aBnsAeTcA  MNPOrpamMMHbIM  MoAy/leM U paclMdpoBbIBAeTCA  KaK
«FeonHPopMaLMOHHaA cucTema». Moaynb obecneymBaeT BbiBOA TEXHMYECKON M
cnpaBo4HoM nHdopmaumm ns SCADA B T'MC cuctemy.

D)

L)
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1. AUUC

Bepcua knneHT-cepsep AUNC nnueH3npyeTca no KONMYECTBY TOYEK YYeTa, M MO YUCay
NONONHUTENbHbBIX KAMEHTCKMX paboymx mecT nosnb3oBatenen. Moaynb bopmmpoBaHmA
OT4yeToB MHTerpmposaH B8 ANC.

ononHuTteibHble ONUUK paclnpeHuns:

CoxpaHeHue nctopum B b1 MS SQL

KOMMYHMKaLMOHHbIM cepBep Ansa Bxoaawmx TCP-coeanHeHNN

PacwupeHune nnueHsnm cepsepa AMNC Ha 5 Touek yyeTa

JononnutenbHbin APM nonb3osatens AUNC

«MobunbHbIn APM» — MoAy/Nb NOKANbHONO ONPOCa TOYEK yyeTa C NOCAeaytowmm
3KCMOPTOM AaHHbIX B dalnbl M umnopTom B 6a3y cepsepa ACKYS

Moaynb otobparkeHma obbekToB AUMC 1 TOYeK yyeTa Ha KapTe

DN NI NI NN

\

1.1. AMNC WEB
Bepcua knueHT-cepBep AMMC WEB nuueHsmpyeTca No KOAMYECTBY KAMEHTOB
(noTpebuteneit), KOTopbIM HEOBXOAMMO NPEAOCTaBUTbL IMYHBIN KabUHET noab3oBaTens.
Ona ycraHoBku nuueHsmn ANMC WEB Heobxoammo Hanmyme OCHOBHOW CepBEPHOM
nnueHsnn AUAC.
KabuHeT n3BnekaeT 13 xpaHuauiLa aaHHbIx npoekta AMMC KY3 (6a3a AaHHbIX TMNa
B4 ACKY3, HacTpamBaemasa moaynem basbl AaHHbIX UICTOPUKN) Caeaytolme napameTpsi
3/1EKTPO3HEPrnm:
e nNpodUaN MOWHOCTK (CpeaHMe 3HAYEeHMA MOLLHOCTU Ha 30-MUHYTHbIX UHTEpPBanax),
aKTMBHOW N PEaKTUBHOM, OTNYCKa M NPUEMA;
® TeKyllMe NoKaszaHMA CHETYMKOB Ha MOMEHT ONpPOCa CEPBEPOM [aHHbIX, exXeaHeBHble
nokasaHus cyetynkoB Ha 04 00 MUH (Ha4ano CyTOK) U exemecayHble NOoKa3aHWsA Ha
04 00 muMH 1ro ymcna (Havano mecaua);
e TeKyllMe 3HaYeHWUA NAPAMETPOB 3S/IEKTPOIHEPIMM Ha MOMEHT Onpoca CYETYUKOB
CepBepoMm AaHHbIX



2.

2.1.

MO MepKyp1n-dHeproyyer
Pepakumn MO MepKypuin-dHeproyyet
MO MepKypun-dHeproy4yeT MMeeT HECKONbKO BapMaHTOB pedaKkumi. Peaakumu

OTNINYalOTCA Ha60pON\ dDYHI-(Ll,l/IOHaﬂbHOCTM N NO3BONAKOT ONTUMA/IbHO I'IO,EI,OlzTM K Bbl60py
INMUEH3NKN C TOYKKN 3pEHNA CTOMMOCTU U Tpe6yerv\0151 C])yHI-(Ll,l/lOHa/'IbHOCTl/II
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Electro — npumeHaeTca Ans cO34aHMA NOKaNbHbIX MPOEKTOB aBTOMATU3aLMMK,
OTANYaeTcA oT pedakumm Light Hannumem BCTPOEHHOM GYHKLMM NpUema AaHHbIX
TeNem3mMepeHmin OT CHETHYMKOB 3/IEKTPOSHEPTUMN PA3NYHbIX TUMOB, B TOM YMCae NO
npoTtokony CMO/A3C (BcTpoeHHble ApaiBepa 0npoca CYETYNKOB), M ONUMOHANbHbIMMK
BO3MOXXHOCTAMM MNpMema AaHHbIX N0 NPOTOKoNam TenemexaHnkn M3IK 60870-5-
101/103/104, M3K 61850-8-1 MMS u DNP3. LleneBoe HasHayeHWe AaHHOM
peaakuUmMm — co3aaHne NoKaNbHbIX CUCTEM aBTOMATU3aLUMM OO bEKTOB 3/TEKTPUUYECKMX
ceTen C MaKCMMa/ibHbIM KONMYECTBOM KaHan0B BBOAA-BbIBOAa A0 2500 wrT.
Standard — npumeHaeTca AnA co34aHWA NOKabHbIX MPOEKTOB aBTOMATM3alUMK,
OoTAn4aeTca oT peaakumm Electro Hanmumem nogaepxkm CYBA MS SQL n PostgreSQL,
M OMNUMOHANbHbIX BO3MOXHOCTEN MHTErpaLmm CO CTOPOHHUMM CUCTEMAMM B HaCTU
nepenayn nHpopmaumm ot cepsepa MO MepKypuin-IHeproyyeT no npotokonam M3IK
60870-5-104, OPC UA n no TtexHonormm REST. LeneBoe Ha3HayeHWe AaHHOM
peaakumMm — co3gaHme KNacCMYeCcKMX 0KaNAbHbIX CUCTEM aBTOMaTM3aUMmM 06beKTOB
NPOMbILIAEHHOCTM M INEKTPUYECKUX CETEM C MAKCMMabHbIM KONMYECTBOM KaHa/ 08
BBOAa-BbIBOAa A0 5000 wWrT.

Pro — otnunyaetca oT pepakumm Standard BO3MOMKHOCTbHO CO34aHMA KAMEHT-
CepBepPHbIX MPOEKTOB C NOAKAOYEHNEM A0MONAHUTENbHBLIX APM nosnb3oBaTenein Kak
No NoKanbHon cetn (“ToncTbin” KAMeHT), Tak 1 no TexHonormn WEB (“ToHKMIA”
KAMEHT) WM BO3MOMHOCTbIO OpraHm3aumm pesepsupoBaHns cepsepoB SCADA.
JlocTynHbl onuMoHanbHble yHKUMK KaneHTa M3K 60870-5-101/103/104, kaneHTa
M3K 61850-8-1 MMS, knnenHta DNP3 1 nHterpaumn c CYB/ ClickHouse.

Enterprise — BKAloYeHa Noadep:KKa BCEX AOCTYMHbIX MPOTOKON0B M TEXHONOMNM
nprema v nepesadn AaHHbIX, BCTPOEHHAA MHTEerpauma co BCEMM NOAAEPHKMBAEMbIMM
Tmnamm  CYB/l, BO3MOXHOCTb CO34aHMA  KAMEHT-CEPBEPHbLIX TMPOEKTOB W
pesepBMpoBaHMA cepBepoB  Mepkypuin-dHeproyyeT. KMmeeTcA BO3MOXKHOCTb
NONONHUTENbHOTO NpMobpeTeHuna Enterprise paclwmpeHmini n 6e3aNMMUTHOM BepCUM
(6e3 orpaHMYeHMs KoN-Ba KaHaN0B).

Cnu1COK NoAaepKMBaEeMbIX ONepPaLMOHHbIX CUCTEM:

Astra: Linux Special Edition 1.7

AnbT: 8 CI1; Pabouas ctaHuma 10; Cepsep 10

Windows: 7, 8.1, 10

Windows Server: 2008, 2008 R2, 2012, 2012 R2, 2016, 2019



CpaBHeHMe OYHKLMOHANbHOCTU peaakumin MO MepKypuit-dHeproyyer:

Pepakuuun MepKypun-dHeproy4yet

®PYHKUMOHANBHOCTb

Electro | Standard Pro Enterprise
Bo3MoXHOCTM Nprema AaHHbIX
Mpuem agaHHbIx Nno OPC DA ° ° ° °
Mpuem aaHHbIX No OPC UA ° ° ° °
Mpvem AaHHbIX No npoTokony Modbus ° ° ° °
Mpvem M3MepPEHMA OT CHETHYMKOB 3/1EKTPOIHEPTUN ° ° ° °
Mpuem AaHHbIX No npoTokosam M3K 60870-5-101/103/104 o o o °
Mpuem aaHHbIX No npoTokoay DNP3 o o} o °
Mpuem aaHHbIX No npoTokony M3K 61850-8-1 MMS o o} o °
BO3MOXXHOCTM Nnepenaym 1 sKCNopTa AaHHbIX
Mepenava AaHHbIX OT cepsBepa MepKypuii-dHeproyyeT no npotokony M3K « o o o
60870-5-104
Mepedaya AaHHbIX OT cepBepa MepKrypuin-dHeproyyeT no npotokony OPC UA X ¢} o °
JocTyn K gaHHbIM MepKypuit-OHeproyyeT no TexHonornm REST X o o °
MHTerpauma c 6asamm gaHHbIX
CoxpaHeHue uctopum B b Firebird SQL ° ° ° °
CoxpaHeHue ncropum 8 b MS SQL X ° ° °
CoxpaHeHwue nuctopum B 61 PostgreSQL * X ° ° °
CoxpaHeHue uctopum 8 6/ ClickHouse * X X o °
[ononHuTenbHble onuun
ANNC o o o o
SHeproucnetyep (34) X X o o
CKRY X X o o
rc X X o o
MNoakntoyeHue ceteBbix APM nonb3oBatenem X X o) o)
MoakntodeHne APM nosnb3oBaTtenei no texHonornm WEB X X o o
®yHKLMA pe3epBMpoOBaHMA cepBepa MepKypuin-dHeproyyer X X o o
PacwupeHnsa — TONON0IUA 3. CeTel 1 np. X X e} e}

Obo3HavyeHus:

® — GYHKLUMA AOCTYMHA B peAaKLMmM Mo YMOAYAHUIO
O — PYHKUMA AOCTYMHA B pedaKLmnm onumoHaabHO
X — QYHKLUMA HeJoCTyNHa ANA AaHHOW peaakumm

* - PYHKLMA HaxoanUTCs B NpoLecce pa3paboTku, byaeT A0CTynHa B OyAyLIMX BEPCUAX
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2.2. OnucaHue onunin pacluMpeHns

MNpuvem pgaHHbIX nNo npotokony DNP3

MpoTOKOAN NepeAadm AaHHbIX, MCNOAb3YEMbIN ANA CBA3W MeXAy KOMmnoHeHTamu ACY TT1.
Bbin paspaboTaH oA yaA0OHOTo B3aMMOAENCTBUA MEXAY PA3/IMYHBbIMUM TUMAMK YCTPOMCTB
N CUCTEM ynpaBaeHna. MoXeT NPUMEHATLHCA Ha Pa3IMYHbIX ypoBHAX ACY TT1.

Hanpumep, ona onpoca NOAKAOUYEHHbBIX YCTPOMUCTB

KoMMYyHMKaUMOHHbIN cepBep ana sxoaawmx TCP-coeguHeHUn

KoMMyHMKaumoHHbIM  CepBep pelwaeT npobnemy anvHammyeckmx [P agpecos. OH
BbIMNOJIHAET POJIb CBA3YIOWErO 3BEHA MeXAY YAAEHHBIMU KOMMYHUKATOPaMK.

Mpy HanMuMmM Ha onpawmnBaeMomM O0ObeKTe cTaTudeckoro |P agpeca ycTaHOBUTb
CoeAMHEeHMe He COCTaBWUT TpyAaad, HO MUCMNOb30BaHME TaKMX a[pecoB BeCcbMa 3aTPaTHO,
NO3TOMY [MONb30BaTE/Ib CTPEMUTCA WMCNONb30BaTb SIM-KapTbl C AWMHammyeckum |P
agpecom, bonee peweésble B 3Kkcnayataumu. lMpm atom |IP agpec onpawmvBaemoro
YCTPOWMCTBA HEN3BECTEH M NpAMOE obpalleHne K onpalinmBaeMoMy ODBEKTY CTaHOBUTCA
HEBO3MOXHO.

MNpuém n nepeaaya AaHHbIX oT cepsepa SCADA no npotokony M3K 60870-5-104
M3K-61850 — cTtaHaapT «CeTn M CUCTEMbI CBA3M Ha MOACTAHLMAX», OMUCbIBAOLLNM
dopmaTbl MOTOKOB AaHHbIX, BUAbI WHOOPMALMKW, NpPaBUAA OMNUCAHMUA INEMEHTOB
9HeproobbeKTa M CBOA NPaBWA ANA OpraHM3aumMm cCoObITUIMHOrO NPOTOKO/A Nepesadn
NaHHbIX. 334yMbIBA/NCA KaK YHUBEPCA/IbHbIA CTAaHAAPT, KOTOPbIM NO3BOAUT YyNOPAAOUYMTD
PA3P0O3HEHHbIE PELLUEHNA Pa3/IMYHbIX MPON3BOANTENEN YCTPOMCTB PENEeMHOM 3aLUTbl U
CUCTEM Nepesayn AaHHbIX, MPUMEHAEMbIX Ha MOACTaHUMAX.

OCHOBHbIMM MPOTOKOJIaMKW  nepefavynm AaHHbIX, COrMacHO CcTaHgapTty M3K-61850,
asnAatoTca npotokosibl MMS 1 GOOSE.

MMS mncnonb3yetca And nepenadn AaHHblX oT TepmuHanos P3A 8 SCADA cuctemy ana
nanoHenwemn snsyannsaumm, a GOOSE — ana obmeHa AaHHbIMU MeXKAY TEPMUHANAMM.
BakHOM 0COBEHHOCTBLIO MPOTOKOI0B ABAAETCA rAaPaHTMPOBaHHAsA A0CTaBKa COObLWEHNN, a
CKopoCTb nepegayvm AaHHbix y MMS 1 GOOSE Bblwe, Yem y ApYTrMX NPOTOKOI0B Nepeaaydn
[aHHbIX, TAKUX KaK, Hanpumep, Modbus.

B3anMmo3ameHAEMOCTb  OTAE/IbHbIX KOMMOHEHTOB CUCTEMbl [A0CTMraeTca 3a cyeT
CTaHAaPTM3aLMN NPOTOKON0B Nepeaaym AaHHbIX, @ TaKXKe 3a CHET XKeCTKMX TpeboBaHUM No
COBMECTMMOCTHN 060pya0BaHMA.

MNepenayva gaHHbIX OT cepsepa SCADA no npotokony OPC UA
CneunduKauma, onpeaenawllas nepeaavy JAaHHbIX B MPOMbIWAEHHbIX CETAX W
B3aMMO/ENCTBME YCTPONCTB B HUX.

REST-cepBep A/1A AOCTyNa K AaHHbIM peanibHoro spemenu u 61 uctopumn SCADA (aBnsetca
ob6A3aTenbHOM Npu HeobxoammocTn nogkntoveHns WEB APM)

MpuH1uMmaeT, obpabaTbiBaeT 3ampocbl WM OTNPABAAET KAMEHTY OTBETbl B pPaMKax
apXUTeKTypHoro ctuna REST

Ctpanuua 6
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Tononornyecknin moaynb

310 KoMmnoHeHT SCADA anda co3aaHna TONOA0TMYEeCKOM CTPYKTYPbl OAHO/IMHEMHOM CXEMbI
3NEeKTPMYECKOM NOACTAHUMM UAW pacnpedenntenbHon cetn. C MCNONb30BaHMEM 3TOM
CTPYKTYPbl  pellatoTcA  33a4ays  AMHAMMYECKOM  OKPACKM  COCTOAHMA  ODODBEKTOB
3/IEKTPUYECKON CETU, B 3aBMCMMOCTM OT COCTOAHMA KOMMYTALMOHHbIX M MPOBOAALLMX
anemeHToB 3TOM ceTu. COOTBETCTBYIOWMM LBETOM BblAenAoTca 06beKkTbl nop,
HanpsaxeHnem, obecToveHHble, 3a3eMNEHHbIE.

®yHKumA pesepsurpoBaHua cepsepa SCADA ¢ yyeTomM onumii paclumpeHus

MeToa, MOBbIWEHWA HAAEKHOCTM CUCTEMbI M OOBEKTOB. B cucTeme npumeHstoTCA
[OMNONHUTE IbHblE (pe3epBHbIe) 3/1EMEHTbI, KOTOPble He ABAAKTCA HeOOXOAMMbIMKU ANA
BbIMO/IHEHWNA BO3/IOXKEHHbIX HA CUCTEMY QYHKLMI, HO MCMNOAb3YHTCA CUCTEMOM Mocae
OTKa3a OCHOBHbIX 3/1EMEHTOB.

APM nonb3oBaTens

ITO KOMMIEKC TEXHUYECKMUX M MPOTrPaMMHbIX CPe/CTB, PAaCNO/I0KEHHbI HEMOCPEeACTBEHHO
Ha paboyem mecTe COTPyAHMKa U NpedHa3HaYeHHbIn A1A aBTOMaTU3aUmMm ero paboTsl B
PaMKax cneumanbHOCTU.

ObblyHO APM nonb3oBaTens npeacTtaBaseT cobor NepcoHaNbHbIA KOMMNbOTEP C
NpeayCTaHOBAEHHbIM  CMEeLManM3nPOBaHHbIM  MPOrPaMMHbIM — obecneyeHnem UK
HeobxoauMbIM 060OpPYyA0BaAHMEM.

2.3. NO MepKkypuin-dHeproy4eT, pegakuus «Electro»

LleneBoe HasHauveHWe pegakumm Electro — co3gaHMe NOKanbHbIX  CUCTEM
aBTOMATM3aUMM OOBEKTOB I1EKTPUYECKMX CETEN C MAaKCMMA/IbHbIM KOTMYECTBOM KaHA/10B
BBOAA-BbIBOAa A0 2500 wWrT.

Penakumm Electro nmeeT BCTpOEHHbIE BO3MOXHOCTM MO NPUEMY TENENIMEPEHUIA OT
CYETYMKOB INEKTPOIHEPTUM pPa3aMYHbIX TUNoB (B Tom uymcne CMNOASC). AdocTynHa
onuunoHanbHasa GyHKUMA KaneHTa DNP3.

[Ons nuueH3snpoBaHuAa peaakummn Electro npepnaratoTcs BapmaHTbl C BKAOYEHHOM
dyHKUMEN nnm knmeHta M3IK 60870-5-101/103/104, unn knnenta M3K 61850-8-1 MMS,
NN 0OOUX KNMEHTOB OAHOBPEMEHHO.

[lononHuTeNbHbIe ONUMK pacluMpeHmna ana peaakumm «Electroy:
v [Mprem AaHHbIX No NpoTtokoay DNP3

2.4. NO Mepkypuit-dHeproy4eT, pegakums «Standard»

LleneBoe Ha3HayeHuWe pedakumm Standard — co3gaHMe KNacCMYecKMX JIOKaNbHbIX
CUCTEM aBTOMATM3aUMM OOBEKTOB MPOMbIWIEHHOCTU W 3NEKTPUYECKUX CeTen C
MaKCUMaNbHbIM KOIMYECTBOM KaHanoB BBOAA-BbiBOAA A0 5000 wT.

Pepakunm Standard nmeeT BCTPOEHHbIE BO3MOXHOCTW MO NPUEMY Tenens3mepeHni
OT CYETUYMKOB INEKTPOIHEPTUM PA3ANYHbLIX TUNOB (B Tom Ymcne CMOASC), u noaaepKKy
CYbA MS SQL w» PostgreSQL. [JocTynHbl OMUMOHaAbHblE BO3MOXHOCTM MO nepegave
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[AHHbIX OT cepBepa MepKypun-IHeproyyeT no npotokosam M3IK 60870-5-104, OPC UA n
no TexHonornm REST, n dyHKUMA KnneHTa DNP3.

[Ons nnueH3snpoBaHus pedakumm Standard npegnaratoTca BapmMaHTbl C BKAKOYEHHOM
dyHKUMEN nam knmeHTa M3K 60870-5-101/103/104, unn knnerdta MK 61850-8-1 MMS,
AN 0OOUX KNMEHTOB O4HOBPEMEHHO.

[lononHuTeNbHbIe ONUMK pacluMpeHmna ana peaakumm «Standard»:
KOMMYHWKaLMOHHbIN cepBep aA1a BxoaAlmx TCP-coegnHeHMn

[Mprem aaHHbIX No npoTtokoay DNP3

MNepenava AaHHbIX OT cepsepa SCADA no npotokony M3K 60870-5-104
MNepenava AaHHbIX OT cepsepa SCADA no npotokony OPC UA

REST-cepsep An14a f4ocTyna K AaHHbIM peanbHOro Bpemenun v b1 nctopmm SCADA

AN NI NI NN

N

5. 110 MepKypui-dHeproyyet, pegakuma «Pro»

BcTpoeHHble BO3MOXKHOCTK B peaakumm Pro no npuemy gaHHbix B 10 MepKypui-
dHeproy4yeT 1 nNo noaaepke CYB/ cOOTBETCTBYHOT BO3MOXHOCTAM pedaKunm Standard.
JononHntenbHble PyHKUMM B peaakumm Pro —Bo3MOXKHOCTb CO34aHMA KNUEHT-CEPBEPHbIX
CMCTEM aBTOMATM3aLMKM C NOAKAOYEHNEM AONONHUTENbHBbIX APM nonb3oBaTenen Kak no
JIoKanbHoM cetn (“ToncTtbln” KAMeHT), Tak n no TexHonormnm WEB (“TOHKUIN” KAneHT), u
BO3MOXHOCTbO OpraHm13aumm pe3epBMpoBaHmA cepBepoB MepKypuin-dHeproyyer.

[Ona nuueH3npoBaHMA pedakumm Pro npeaycmoTpeHo ABa BapuaHTa: H6a30BbiM, U
PACWMPEHHbIA C AOMNOAHUTENBHO BKAOYEHHON YyHKUMEN KameHTa M3K 60870-5-
101/103/104 v knmneHTa M3K 61850-8-1 MMS.

[lononHuTeibHble ONUUK paclMpeHns ana peaakumm «Pro»:
KOMMYHWKaLMOHHbIN cepBep Ana sxoaaumx TCP-coegMHEHMN
[Mprem aaHHbIX No NnpoTokosy DNP3

[Nepefayva AaHHbIX OT cepBepa no npotokony MK 60870-5-104
lNepenava gaHHbIX OT cepepa SCADA no npotokony OPC UA
REST-cepBep A5 AOCTyNa K AaHHbIM peasibHOro Bpemenn 1 bl nctopum (ssnserca
obA3aTenbHOM Npu HeobxoammocTh nogkatodeHmna WEB APM)
Tononormyecknin mMoaynb Ana oAHOro o6bEeKTa aBTOMATM3aU MM
PacwupeHune nnueHsnm Ha 1000 BHeLWwHMX KaHa/10B BBOAA-BbIBOAA
DyHKLMA pe3epBUPOBaAHMA cepBepa

JononHutenbHbih APM nonb3oBaTens

SANENENRN

ANENENEN

2.6. NO Mepkypuin-dHeproy4eT, pegakuua «Enterprise»

B pepakumwn Enterprise BKAtOYeHa MNOALep)KKa BCEX AOCTYMHbIX MPOTOKOJ/IOB U
TEXHOMOTMM Npuvema W nepedavym [AaHHbIX, BCTPOEHHAs WHTerpauma co BCEMMU
noaaep>msaembimum Tinamm CYB/l, BO3MOXKHOCTb CO34aHUA KIMEHT-CEPBEPHbIX MPOEKTOB
M pe3epBMpoOBaHMA CepBepoB MepKypun-dHeproydeT. KMmeeTcA  BO3MOXKHOCTb
NONONHUTENbHOTO NpMnobpeTeHma Enterprise paclumpeHmin n 6e3nMMmnTHON Bepcum (bes
OrpaHnYeHmaA KoN-Ba KaHanoB).

[lononHWUTENbHbIE ONUMK pacIMPEHUA ANA peaakuumn «Enterprise»:
v Enterprise pacwnpeHma — TONOA0TUS NEKTPUYECKUX CETEN, SHEpProancneTyep v np.
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v Moaynb oTobparkeHna 0ObbEKTOB aBTOMaTU3aLUMKM Ha KapTte TUC

v' Tononornyecknin Moayib

v ®dyHKUMA pe3epBMpoBaHMA cepsepa SCADA ¢ yueTom onumim paclumpeHmna
v [JononHutenbHbin APM nons3osatena

3. KommMyHuKaumoHHaa nnatpopma ENLOGIC

KommyHMKaumoHHas nnatpopma ENLOGIC npeactaBnseT cobor MCNOAHUTENBHYIO
cuctemy  KoHTpoanepos 3JHTEK, noarotosneHHyo B  BuUAe NPUIOXKEHUA 404
onepaumoHHbIX cnuctem Linux 1 Windows. Moaaep»neaeT Bce BUAbl NPOTOKO/I0B NpMeEMa
M nepeaavn AaHHbIX, aHaNornMyHo KoHTponnepam IHTEK. B Bepcum ana Windows
ncnonHutenbHan cuctema ENLOGIC Takke coaepuTt pyHKuUmm knmeHTa OPC DA, 1 moxeT
NPUMEHATLCA AR NOCTPOEHUA KOHBEPTEPOB AaHHbIX M3 OPC DA B M3K 60870-5-101/104
n s OPC UA.

[aHHaa Bepcuna ncnonHntenbHomn cnctembl ENLOGIC npeaHa3HayeHa AnA YCTaHOBKM
Ha pPa3/IMYHble MPOMbILWIEHHbIE KOMMbIOTEPbI C APXUTEKTYPOM X86. [MpOMbILLIAEHHbIN
KOMMbIOTEP C NporpammHbim obecneyeHnem ENLOGIC sBnseTca NONHOLEHHbIM CEPBEPOM
TenemexaHnKkM — cobpaHHaa OT BHELIHMX UCTOYHMKOB MHPOPMaALMA LLEHTPANM30BAHHO
nepegaeTca no npotokonam M3K 60870-5-101/104. KonnyecTBo HanpaBaeHWn nepeaaym
NAHHbIX HE OrpPaHMYMBAETCA.

Konunyectso 06p366TblBaeMbIX NnapamMeTpoB He OrpaHN4YnBaEeTCA, U onpeaenaeTca To/IbKo
dNNapaTHbIMU XapaKTeEPUCTUKAMKN NCNONb3YyEMOro NPOMbILLNEHHOIO KOMMblOTEpPa.

OnuMoHanbHO AOCTynHa ¢yHKUMA npotokona M3K 61850-8-1 MMS (KaveHT u
cepBep), YTO NO3BOASAET NOyYaTb MHOOPMALMIO OT BHELIHNX YCTPOMCTB TeIeMEXaHWNKM,
P3A 1 apyrux, a Takxe opraHmM3osbiBaTb cepsepa LMNMC n CCrn.

[lononHUTENbHbIE ONUMU PacIMPEHUA ANA UCNONHUTEeNbHOU cuctembl ENLOGIC:
v Mopaepskka npyvema v nepesadn nidopmaumm no npotokony M3IK 61850-8-1 MMS
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4. dHeproucneTyep

MporpammHbin  Komnnekc IHeprofucnetyep (ED) npeactasnaer coboit Habop
NporpammHbIX  moaynen, obecneuymBatowmx MHOOPMALMOHHOE  B3aMMOAENCTBME
nonb3oBaTenen MobunbHbIX ycTPomcTB ¢ MO MepKypuin-dHeproyyer.

LleneBoe HasHayeHme ED — peanmsauma 4actm OYHKUMA, MCMONHEHME KOTOPbIX
Hanbonee 3PPeKTUBHO C MPUMeEHEHMEM MOBUAbHbLIX NAaTGOPM, a TaKKe, HaoboporT,
npueHeceHne B SCADA-cMCTEMY HOBbIX MAM cneundUYecKnx ANA KOHKPETHOro MPOEKTa
OYHKUMA  Dnarogaps  WMCNOMb30BAHUIO  BO3MOMKHOCTEN COBPEMEHHbBIX MODOUIbHbIX
TEXHO/IOTUN.

[Ona ycTaHOBKM nuueH3nMm SHeprolucnetyep HeobXoAMMO HanMyime OCHOBHOM
cepBepHOM nnUeH3nn MepKypun-dHeproyyer.

5. CKy/[

CRY/[, asnAeTca cneuyanbHbiM peLleHneM ANA KOHTPOAA AocTyna u obecneymsaeT
ynpasaeHue 3amKamMm 1 oToPrKcaL Mo KOHTPOA MPOHMKHOBEHMA Ha OOBEKT M APYTrMMM
BO3MOXHOCTAMM, CBA3AHHbIMK C 0becneveHem beszonacHoCcTn obopyaoBaHMS.

C KOHTPO/IIEPOM NPOU3BOANTCA OOMEH CNMCKOM HOMepOoB RFID-KapT A0NYLWEHHbIX K
00BbEKTY ML, ANA YNPaBAEHWA AOCTYNOM.

Bce curHanbl cuctembl CKY/[ nepenatoTca KaK CUTHaNbl TENEMEXAHUKN MO TEM XKe
KaHanam B TOM e NpOoTOKo/Ie.

Bce cobbitna u curHanbl CKY/[ duKcnpytotca B 6a3e napameTpos Ha AUCNETYEPCKOM
NYHKTE, apXMBMPYIOTCA, OTPAXKAIOTCA B XKypHaNe COObITUIN C NPUBA3KOMN KO BPEMEHM.

Ona yctaHoBKkM nuueH3mm CKY[ HeobxoaMmo HanMyme OCHOBHOWM CepBepHOW
NMUEH3MKM MepKypuin-dHeproyyer.

6. rmc
MporpammHbii moaynb MC obecneymBaeT BbIBOA TEXHWMYECKOM WM CMPaBOYHOM
nHdopmaumm n3 MO Mepkypuin-dHeproyyet B [NC cuctemy.
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